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Preface

The following conventions have been used in this document:

[HELVETICA FONT]

Used to indicate keys to be pressed. For example, press [RETURN].

Couri er Font

Used to indicate entries to be typed at the keyboard, Windows NT
commands, titles of windows and dialog boxes, file and directory
names, and screen text. For example, choose the Rest ar t option.

"Quotation Marks"

Used to indicate prompts and messages that appear on the screen.

Italics

Used for emphasis.
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1. Introduction

This document provides information and guidance needed for proper system administration of the
Defense Information Infrastructure (DI11) Common Operating Environment (COE)

Version 3.0.0.4 for the Windows NT Version 3.51 Operating System. This document describes
the setup and maintenance of the DIl COE for the Windows NT environment and specifically
addresses the core components of the DIl COE application.

This document is divided into the following sections:

Section Page

Introduction 3
Provides a high-level overview of the DIl COE software environment, summarizes
installation configurations, and provides alist of additiona sources of information.

DIl COE Environment 5
Lists hardware, operating system, and DIl COE kernel components.

Operating Guidelines 7
Explains startup and shutdown of the software and the hardware.

System Installation Overview 9
Provides instructions for installing the Windows NT 3.5.1 Operating System, the
kernel, the Developer’s Toolkit, and segments.

System Administration Utilities 11
Describes DIl COE maintenance and management functions available to a system
administrator.

11 The DIl COE Kernel

The commercia software of the Windows NT Operating System forms the foundation of the DI
COE kernel for Windows NT.

1.2 Additional Sources of Information

Reference the following documents for more information about the technical requirements for
using the DIl COE to build and integrate systems and for installation instructions for the DIl COE
kernel, which isthe minimal set of software required on every workstation:

C Defense Information Infrastructure (DI11) Common Operating Environment
(COE) Integration and Runtime Specification Version 2.0, DIl COE 1& RTS:Rev
2.0, Inter-National Research Institute, October 23, 1995
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Defense Information Infrastructure (DI11) Common Operating Environment
(COE) Kernd Installation Guide (Windows NT) FINAL Version 3.0.0.4,
DI1.3004.Fina .NT.IG-1, Inter-National Research Institute, November 1, 1996

Defense Information Infrastructure (DI11) Common Operating Environment
(COE) Programming Guide (Windows NT) FINAL Version 3.0.0.3,
DI1.3003.Fina .NT.PG-1, Inter-National Research Institute, October 29, 1996

Microsoft Windows NT Workstation System Guide, Microsoft Corporation, 1994.
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2. DIl COE Environment

This section describes DIl COE hardware components, operating system components for the
Windows NT 3.51 Operating System, and DIl COE kernel components.

2.1 Har dwar e Components
The software may reside on asingle hard disk or across multiple hard disks.

C 80486 or higher with at least 16 megabytes (MB) of random access memory
(RAM) (12MB minimum is required for Windows NT)

C 3.5-inch high density floppy drive (required to install the software)

C 125MB minimum free hard disk space to provide sufficient swap space and room
for temporary files.

— Windows NT Operating System—75MB

— DIl COE runtime files—10MB

— Swap space and temporary files—40M B (recommended)
— DIl COE Tools—2MB (developers only).

C 500MB free hard disk space recommended for segments and data.

2.2 Operating System Components
C Windows NT 3.51 Operating System CD-ROM

C Windows NT 3.51 Service Pack 3 or later.

2.3 Kernel Components

The DIl COE kerndl is a suite of applications layered on top of the Windows NT 3.5.1 Operating
System. The DIl COE kernel media contains software relating to severa areas.

C Operating System
C System Administration software

C Distributed Computing Environment.
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3. Operating Guidelines

This section provides operating guidelines for powering up and powering down the system.

3.1 Power Down

Follow the steps below to power down the computer.

STEP 1:

STEP 2:

STEP 3:

STEP 4:

STEPS:

3.2 Power Up

Log out if you are currently logged in to the system. To do this, press
[CTRL+ALT+DEL], which opensthe W ndows NT Securi tywindow. Click
on the shut down button to open the Shut down Conput er window. Select
the shut down option and click on the ok button. The computer will shut
down.

Press [CTRL+ALT+DEL] to open the Wl cone dialog box when log out is
compl ete.

Select the shut down option from the Wel comre dialog box. The Shut down
Conput er dialog box appears.

Select the shut down option from the Shut down Conput er dialog box. The
computer saves the data and shuts down. The Shut down Conput er dialog
box appears with an option to restart the computer.

Power-off the computer at this point, or select the Rest art Conput er
option to reboot the computer.

Follow the steps below to power up the computer.

STEP 1:

STEP 2:

STEP 3:

STEP 4:

Turn on the peripherals, including the monitor.
Turn on the computer.
Press [CTRL+ALT+DEL] when the Wl cone dialog box appears.

Type your name and password in the wel corre dialog box, and then press
[RETURN] or click on the oK button.
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4. System Installation Overview
A workstation may be prepared for use by sequentidly installing the following components:
C Windows NT Operating System
C DIl COE Windows NT kernel
C DIl COE Windows NT developer'stoolkit (optional)
C Application segments (as desired).
4.1 Installing the Windows NT Operating System
Refer to the DIl COE Kernd Installation Guide (Windows NT) FINAL for general information

about installing the Windows NT Operating System. For more in-depth information, refer to a
Microsoft Windows NT user's manual.

4.2 Installing the DIl COE WindowsNT Kerne

Refer to the DIl COE Kernel Installation Guide (Windows NT) FINAL for information about
installing the DIl COE Windows NT kernel.

4.3 Installing the DIl COE Windows NT Developer's Toolkit

Refer to the DIl COE Programming Guide (Windows NT) FINAL for information about installing
the DIl COE Windows NT devel oper's toolkit.

4.4 Installing Segments

Refer to Section 5.3, Segment Installation Option, for information about using the COEInstaller
tool to install segments.
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5. System Administration Utilities

Many system administration functions are built in to the Windows NT Operating System. This
section describes how to access system administration functions from the Windows NT Program
Manager desktop. It is beyond the scope of this document to describe all of the Windows NT
system administration functions; instead, this section provides a brief description of relevant
utilities. For more in-depth information, refer to a Microsoft Windows NT user’s manual.

Windows NT system administration functions include the following options:

System Administration Options Page

System (Printing) Options 11
Describes how to select, connect, configure, and remove printers, manage print jobs;
and remove documents.

Hardwar e Options 16
Describes how to restart or shut down the system; copy, move, or delete files; format
floppy diskettes; display hard disk availability; connect to network drives; and share
file directories onto the network.

Segment Installation Option 22
Describes how to install segments.

Network Options 27
Describes how to change the computer name, set the system date and time, and edit
the host information.

Account M anagement (User Manager) Options 28
Describes how to create, edit, or delete new users; provide new names for users;
change user passwords; and grant system rights.

These options and their associated suboptions are described in the following sections.
51 System (Printing) Options

Most printing functionality isinvoked by double-clicking on an icon. The Windows NT Print
Manager tool isinvoked by double-clicking the Pri nt Manager icon contained in the Mai n
Program Group (open the Mai n Program Group by double-clicking on the mai n icon). The
currently installed printers appear as windows inside the Pri nt Manager window. This window
containsthe Pri nt er pull-down menu and the Docunent pull-down menu.

511 Printer Menu Options

The Pri nt er pull-down menu options supported by the Windows NT Operating System are
Connect to Printer,Create Printer,Renove Printer,andProperties.

January 21, 1997 11
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5.1.1.1 Connect to Printer Option

The Connect to Printer option alows connection to any printer on the network that has been
configured as a shared network printer. Selecting the Connect to Pri nt er menu option opens
the Connect to Printer window (Figure 1). Enter the appropriate information in the Pri nt er
field. Click on the oK button to save the information.

= Connect to Printer

(1] 4

Frinter:

Shared Printers: (<] Expand by Default

Microzoft W

[ Printer Information
Description:
Status: Documents Waiting:

Figure 1. Connect to Printer Window
5.1.1.2 CreatePrinter Option

Thecreate Printer option alowsaprinter to be added and to be shared across the network.
Sdectingthe Creat e Pri nt er menu option opensthe Creat e Pri nt er window (Figure 2).
Enter the appropriate information inthe Pri nt er Nane, Dri ver, Description,andPrint to
fields. Click ontheshare this printer on the network toggleto edit the share Nanme and
Locat i on fields. Click on the oK button to save the information.
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= Create Printer

| (1] 4

Printer Hame:

Cancel

Driver: Aocel-awter 8200 w2014.103

Description:

Details...

Print to: LFT1: Settings. ..

— [ Share thiz printer on the network Help

Figure 2. Create Printer Window

5.1.1.3 Remove Printer Option

TheRenove Printer option allows aprinter to be removed. InthepPri nt Manager window,
click on the printer icon of the printer you want to remove and then select Renove Pri nt er from
the Pri nt er pull-down menu (Figure 3). Click on the YES button when prompted to confirm
removal.
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= Print Manager il |
sl 8 Document Options Security Window Help
Connect to Printer... | | Default: | Printerl n

Create Printer...

|

Properties... =7 =7
Forms... [;‘ [;J

Printer2
Pause

Server Yiewer...

Exit

Deletes the selected printer

Figure 3. Remove Printer Option Window

5.1.1.4 Properties Option

The Properti es option allows modification of the parameters entered when a printer was
created. Selecting the Proper ti es menu option opensthe Printer Properti eswindow
(Figure 4). Enter the appropriate information inthe Pri nt er Name, Dri ver, Descri pti on, and
Print tofidds Clickontheshare this printer on the network toggleto edit the Share
Name and Locat i on fields. Click on the oK button to save the information.
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= Printer Properties

Printer Name: |[Rilg=) oK

Cancel

Dnver: HF Lazerlet 4517451 M PS

Setup...

Description:  |Default Printer

Details...

Print to: LPT1:

Settings. ..

- [ Share this printer on the network Help

Figure 4. Printer Properties Window

5.1.2 Document Menu Option

The Docunent pull-down menu option supported by the Windows NT Operating System is
Renmove Docunent.

5.1.2.1 Remove Document Option

The Renove Docunent option allows a print job in the print queue to be removed. In the Pri nt
Manager window, double-click on the printer icon of the printer on which the document is
gueued. The window in Figure 5 appears. Highlight the print job inthe Pri nt Manager window
that you want to remove. Select the Renove Docunent Del menu option. Click on the YES button
when prompted to confirm the removal.
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Print Manager
Printer QLIRS Options  Security Window Help

Bemove Document . |Plinter2

Details... Printer2 +

Resume bR T

Restart |

[+

+ [ =
Deletes the selected document from the: printer ]

Figure 5. Remove Document Option Window

5.2 Har dwar e Options

Hardware options supported by the Windows NT Operating System are Shut down, Rest ar t, and
Fil e Manager.

521  Shutdown Option

The shut down option allows the user to shut down the computer safely. Select the Shut down
option from the Fi | e menu on the Program Manager menu bar. The Shut down Conput er dialog
box appears (Figure 6). Click on the shut down toggle and click on the ok button to safely shut
down the computer.

= Shutdown Computer

Shutting down will end your Windows NT
session and prepare your computer to be
turned off.

() Shutdown
{#® 'Shutdown and Restart:

| 114 I Cancel

Figure 6. Shutdown/Restart Computer Dialog Box
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522 Restart Option
TheRest art option alows the user to safely shut down and restart the computer. Select the
Shut down option from the Fi | e menu on the Program Manager menu bar. The Shut down
Comput er dialog box appears (Figure 6). Click on the shut down and Rest art toggle and click
on the oK button to safely shut down and restart the computer.
523 FileManager Option
The File Manager isinvoked by double-clicking on theFi | e Manager icon inthe Mai n program
group. The w ndow menu option of theFi | e Manager allows multiple windows to be opened
simultaneously. Each window represents a single directory and displaysits files and
subdirectories.
The File Manager utility provides the following system management functionality:

C Copies or movesfiles

C Deletesfiles

C Formats floppy diskettes

C Displays hard disk space availability

C Connects to network drives

C Shares file directories on the network.
5.2.3.1 Copying or Moving Files
Directories and files can be moved or copied using one of two methods: (1) using the menu or
(2) dragging and dropping. To use the menu, click on the directory or file to be copied, and then
select the Copy option or the Move option from the Fi | e pull-down menu. Enter the destination in
the To field in the Move or Copy window and click on the oK button (Figures 7 and 8).
To use the drag and drop method on the same disk, position the mouse pointer over the directory
or file you want to move, hold down the left mouse button, drag the image over the top of the
directory in the destination window where the directory or file should be moved, and release the

mouse button. To copy the directory or file instead of moving it, hold down the [CTRL] key while
performing the operation.

NOTE: Directories and fileswill be copied by default when they are transferred between disks.
To move the directories and files instead of copying them, hold down the [SHIFT] key while
performing the operation.
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Current Directory: E:-\hles | oKk I

From: file1_txt

Cancel I

To: |

Help |

Figure 7. Copy Window

Current Directory: E:\hles

From: file1_txt

To:

Cancel I

Help |

Figure 8. Move Window
5.2.3.2 Deeting Files
To delete afile or directory, select the file or directory by clicking on it once. Select the Del et e

option from the Fi | e pull-down menu. The Del et e window appears (Figure 9). Click on the ok
button in the Del et e window to delete the file or directory.

NOTE: Selecting Del et e for adirectory deletes adl files and al subdirectories within that
directory.
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Current Directory: E-\files 1] I

Delete: File1_txt

Cancel

Help

Figure 9. Delete Window
5.2.3.3 Formatting Floppy Diskettes

To format afloppy diskette, insert it into drive A or B. Select the correct disk drive to be
formatted by clicking on the appropriate drive symbol from the symbols located below the Fi | e
Manager toolbar. Select the For mat Di sk option from the Di sk pull-down menu. The
For mat Di sk window appears (Figure 10). Click on the OK button to format the floppy
diskette.

Disk In: Drnive A: *
Capacity: 1.44 MB

~ Options
Label:

L] Buick Format

Figure 10. Format Disk Window
5.2.3.4 Displaying Hard Disk Availability
To check hard disk availability, select the hard disk by clicking on the appropriate drive symbol

from the symbols located below the Fi | e Manager toolbar. The free disk space and total disk
Space appear in the lower-left corner of theFi | e Manager window (Figure 11).
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File Manager
File Disk Tree Yiew Options Security WinZip Tools Window Help

(= IR EEEEEE R EREERE

= Bl BEld Bl = Elo
= - e
= £ win32app +[| M5 apps 38496 1251:49PM |+
Zar wIMHNT 35 Crepair 3/8/96  11:34:06 Ak
1 MSApps Cspstem B/21/96  171:20:38 AM
£ repair Claystem32 B/21496  171:20:37 &M
T spstemn [C1_DEFAULT.FIF 707 5/26/95  11:57:00AM
£ system32 + ZBECOLOR.BMP 19994  &/26/95  171:67.00 Ak y
=Y
+ + * -
E: G10ME free, 1.01GE total Total 61 filefs) [1.70ME] A

Figure 11. Hard Disk Availability Option Window

5.2.3.5 Connecting to a Network Drive

To connect to a network drive, select the Connect Net wor k Dr i veoption fromthe Di sk
pull-down menu to open the Connect Net wor k Dri vewindow (Figure 12). A list of al
available file systems on network computers appearsin the Shar ed Di r ect ori es pand of
the Connect Networ k Dri veafter ashort delay. Double-click on the desired network
computer to list the available file systems. Select the desired file system and then click on the OK
button to connect to that drive. The local drive specifier can be changed from the default (next
available) drive by clicking onthe Dr i ve field and selecting a new drive specifier.

The newly connected drive can then be accessed by its appropriate drive specifier.
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= Connect Network Drive

Drrive: 1 | oK

Path: Cancel

Connect As: Help

[ Beconnect at Logon

Shared Directories: (<] Expand by Default

Microzaft Windows Nebwark,

Figure 12. Connect Network Drive Window

5.2.3.6 Sharing File Directories

To give other users on the network access to a directory, select that directory in the

Fi | e Manager window by clicking on it once, and then select the Shar e As option from the
Di sk pull-down menu. The New Shar e window appears (Figure 13). Click on the OK button in
the New Shar e window. Accessto this shared drive may be controlled by using the

Per m ssi ons button in this window.
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Share Hame: | | DK

| Cancel I
Path: :

Permizsions. ..

Comment:

Help

~ User Limit:

Y Maximum Allowed
O Allow |ﬂ Users

Figure 13. New Share Window

5.3 Segment Installation Option

TheDI | I nstall er icon can berun from the System Administration account group. The DI |
I nstal |l er iconisinthe Syst em Adm ni st rat i onwindow, whichisinthePr ogr am
Manager window. Double-click ontheDI | | nst al | er icontoinstall asegment. The DI |

COE | nst al | er window appears (Figure 14).
Follow the steps below to install properly formatted DIl COE segments:

STEP 1. Select the installation device. Click onthe Sour ce Dri ve arrow key.
This arrow key allows the user to select the device to use as the installation
source drive. The device selection defaults to adrive on the local machine.

STEP 2: Read the contents of the selected installation device. Click on the Read
TOC button. The mediawill be scanned for the segments or patches that it
contains, and then these items will appear inthel nst al | ati on
Segnent s pand of the DI | COE | nst al | er window. Any number
of segments may be selected in this window.

22 January 21, 1997



DI1.3004.Final .NT.AG-1

= DIl COE Installer

-Installation Segments

Source Drive: IH |i| Read TOC I Target Drive: IE :I

Type Segment Hame UVersion Class Size

‘ACCT GLCS COE .0_0.

5/W Test Segment i 3.6.8.3 u 588 KB
Release Hotes || Requires || Conflicts || Install

‘Currently Installed Segments

Type Segment Hame Uersion Class Size

ACCT System Administration 3.8.8.3 u 188 KB

COTS Distributed Computing E 3.8.8.3/71.1 u 8188 KB

COTS Windows HT 3.8.0.3/HT-3.51 u 125808 KB

5/W COE Component Parent 3.8.68.3 u 988 KB

| Release Hotes I | Deinstall I
|Di5k Space guerridel ‘ Installation Log I | Exit I

STEP 3:

STEP 4:

STEP5:

Figure 14. DIl COE Installer Window

Display required segments or patches. Select the desired segment. Only
one segment may be selected at atime. Click on the Requi r es button to
display any required segments or patches that must be installed in
conjunction with a selected segment. The Requi r es window appears
(Figure 15).

Display conflicting segments or patches. Select the desired segment.
Only one segment may be selected at atime. Click onthe Conf |l i ct s
button to display any segments or patches that cannot be installed in
conjunction with a selected segment. The Conf | i ct s window appears
(Figure 16).

Display release notes. Select the desired segment. Only one segment may
be selected at atime. Click on the Rel ease Not es button to display
information about a specific segment or patch. The Rel ease Not es
window appears (Figure 17).
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STEP6: Select segmentsto install. Highlight the segments or patches that you
want to install fromthel nst al | ati on Segnment s panel of the DI |
CCE I nstal | er window.

Wweb Browser Segment™WEE: /hANER |+
*
«| | -

Figure 15. Requires Window

Conflicts
Wiord Proceszsing SegmentBDPRC: /hAWRDPRC i
+
«[ 1 +

Figure 16. Conflicts Window
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Release Notes

Thiz ig the GCCS COE Account Group.

[t ig the doctEroup for all GCCS COE applications

& utilitiez. Other Segments will need to extend

the environment as they add their specific functionality
to the account group.

ki

Figure 17. Release Notes Window

STEP7: Select the target device. Click on the arrow key to select the target device
fromthe Tar get Dri ve fidd. Only non-removable drives, including

network drives, are available for installation.

NOTE: The system automatically reserves a space capacity of 80 percent for disk usage on

each available hard disk to allow for segment growth. Click onthe Di sk Space Overri de
button to override this space restriction. The Di sk Space Over ri dewindow then

appears (Figure 18), which allows the user to modify the reserved disk space for a particular

installation.

January 21, 1997
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Disk Space Override

Dvernide Dizk Space Limits:

| 0% £| |

Cancel I

Figure 18. Disk Space Override Window

STEP 8: Install selected segments. Click onthel nst al | button to begin the
installation process for the selected segments. The user receives a prompt
to enter the floppy diskette from which the desired segments will be
installed. Once the desired segments are installed, they appear in the
Currently Install ed Segnent spand of theDl I COE
| nst al | er window.

STEP9: Display theinstallation log. Click onthel nst al | ati on Log button

once the ingtallation is complete to display a detailed log of the installation
process (Figure 19).

Installation Log

ki

Removed GCCS COE

.............

Figure 19. Ingtallation Log Window
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STEP 10: ExittheDl | COE | nstal | er window. Click onthe Exi t button
fromtheDI | CCE | nst al | er window to end the installation of
segments. A dialog box appears with the following prompt: Are you
sure you wish to exit the DIl CCE Install er?Clickon
the YES button to exit the installer or click on the NO button to return to
theDI | COE I nstal |l er window.

54 Network Options

Windows NT network options are provided through a variety of tools. Net wor k menu options
supported by the Windows NT Operating System are Conput er Nane and Dat e/ Ti nme. This
subsection aso describes how to edit hosts.

54.1  Computer Name Option

The Conput er Name option allows the user to change the computer name. To change the
computer name, double-click on the Net wor k iconinthe Cont r ol Panel group of the

Mai n group to open the Net wor k Set t i ngs window. Click on the Change button next to
the Conput er Nane field to open the Conput er Name window (Figure 20). After the
Conput er Name window appears, change the name of the computer and click on the OK
button to accept the changes.

= Computer Name

Computer Hame:

Figure 20. Computer Name Window
54.2 Date/TimeOption

The Dat e/ Ti ne option alows the user to edit the system date, time, and time zone. To change
the system date and time, double-click on the Dat e/ Ti ne iconinthe Cont r ol Panel group
of the Mai n group. The Dat e/ Ti me window appears (Figure 21). Edit the Dat e, Ti e, and

Ti me Zone fiddsasrequired, and click on the OK button to accept the changes.
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Date: | [rs2a798 |4 Time (Local: |  1:21:51 PM [ 0K

Time Zone: |(GMT-05:00) Eastern Time (US % Canada) [*] | cancel

4 Automatically Adjust For Daplight Saving Time Help

Figure 21. Date/Time Dialog Window
54.3 Edit Hosts Capability
Loca hosts may be modified using any ASCI| text editor. Invoke the Windows NT notepad

editor by double-clicking in the Not epad iconinthe Accessor i es program group. Then
open C: \ W NNT35\ SYSTEMB2\ DRI VERS\ ETC\ HOST Sand edit hosts as required.

NOTE: The drive under which the W NNT35 directory is loaded may differ between machines.

55 Account Management (User Manager) Options

TheUser Manager option provides Windows NT account management capabilities.
Double-click ontheUser Manager iconinthe Adm ni strative Tool sprogram group,
which isinthe Pr ogr am Manager window, to invoke this option. This option allows the
system administrator to add users, provide new names for users, change user passwords, and
grant system rights.

551 User Menu Option

The User pull-down menu optionsintheUser Manager menu bar that are supported by the
Windows NT Operating System are New User, Del et e, Renane, and Pr operti es.

55.1.1 New User Option

Selecting the New User menu option opensthe New User window (Figure 22). Enter the
appropriate information in the User nane, Ful | Name, Descri pti on, Passwor d, and
Conf i rm Passwor dfields. Selecting the G- oups button alows the new user to be assigned
as amember of acurrent group. Selecting the Pr of i | e button alows the user to define alogin
script name and a home directory. Refer to the Microsoft Windows NT Workstation System Guide
for more information on groups and profiles. Click on the OK button to accept the changes.
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Full HName:
Description:

Paszzword:

Confirm
Password:

Cancel

L] user Muszt Change Password at Hext Logon

[] Uger Cannot Change Pazsword

[] Password Never Expires

[] Account Dizabled

£

Groupz

G

Frofile

5.5.1.2 Delete Option

The Del et e menu option alows the system administrator to delete the currently selected user

Figure 22. New User Window

_Concel |

(Figure 23). Select Del et e fromthe User pull-down menu. Click on the OK button to confirm

the deletion when prompted.

(VI8 Policies Options

User Manager

Help

le

New User...
New Local Group...

| Name Description

Copy...

F&

=t Account

Built-in account for administering the computer/domain
Built-in account far ¢
Test User Account

guest access to the computer/domain

t Account
Bename...
Properties... Enter
Exit Alt+F4
Groups Description

Administrators
Backup Operators
Guests

Power Users
Feplicatar
Special

Users

Members can fully administer the computer/damain
Members can bypass file security to back up files
sers granted guest access to the computer/domain
Members can share directories and printers
Suppons file replication in a dormain

Special Group

Ordinary users

Figure 23. Delete Option Window

January 21, 1997

29



DI1.3004.Final .NT.AG-1

5.5.1.3 Rename Option

The Rename menu option allows the system administrator to rename the currently selected user.
Select the Renanme menu option from the User pull-down menu. The Rename window appears
(Figure 24). Enter the new user name in the change To field. Click on the oK button to accept
the change.

Uzername: Userl 1] 4 I

Lhange To: | Cancel I

Help I

Figure 24. Rename Window

5.5.1.4 PropertiesOption

The Pr operti es menu option allows the system administrator to change the password, password
properties, username, description, group membership, and location of a user's login profile for the
currently selected user. Select the Pr oper t i es menu option from the User pull-down menu to
opentheUser Properties window (Figure 25). Selecting theGr oups button allows the new
user to be assigned as amember of a current group. Selecting the Pr of i | e button alows the user
to define alogin script name and a home directory. Refer to the Microsoft Windows NT
Workstation System Guide for more information on groups and profiles. Click on the ok button to
accept the changes.
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= User Properties

Uzername: Uzerl 1] 4

Full Hame: John Smith Cancel

Description: |Account for John Smith Help

Password:

Confirm
Pazsword:

B4 User Must Change Pazsword at Hext Logon
[ ] User Cannot Change Password

] Paszword Hever Expires

[] Account Dizabled

[]

GEroupsz Prafile

o | S

Figure 25. User Properties Window

55.2  PoliciesMenu Option

The Pol i ci es pull-down menu optionsin the User Manager menu bar supported by the
Windows NT Operating System are Account, User Ri ghts, and Audi t .

5.5.2.1 Account Option

The Account menu option alows the system administrator to change the policies of the account,
such as time for password to expire, minimum password length, and lockout after several
incorrect log on attempts. Select the Account option from the Pol i ci es pull-down menu. The
Account Pol i cy window appears (Figure 26).
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= Account Policy

Computer: MT1

~ Pazsword Hestnictions
- Maximum Paszsword Age - Minimum Paszzword Age

} Password Hever Expires (® Allow Changes Immediately

®Expiies ini[ 42 [F] Days | | O Allow Changes In [ 5] Days

[ Minimum Password Length = | [ Pazsword Unigueness
#® Permit Blank Password {® Do Mot Keep Password History

) At Least = Characters ) Remember =1 Passwords

#® Mo account lockout
—_} Account lockout

Lockout after % bad logon attempts

. -
Reszet count after =1 minutes

Lockout Duration

O Forexer [until admin unlocksz])

- Duration = minutes

L[] users muszt log on in order to change password

Figure 26. Account Policy Window

5.5.2.2 User RightsOption

Theuser Ri ghts menu option alows the system administrator to grant rights to various system
functions. Examples of rights include accessing the computer from the network, setting the system
time and date, and shutting down the computer. Select the User Ri ght s option from the

Pol i ci es pull-down menu. TheUser Ri ghts Pol i cy window appears (Figure 27).
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= User Rights Policy

Computer: HNT1 1] 4

{01 | WMEACccess thiz computer from network H Cancel

Grant To: Help

Adriniztrators
Evemnone
Pawer Uzers

] Show Advanced Uszer Rights

Figure 27. User Rights Policy Window

5.5.2.3 Audit Option

The Audi t menu option alows the system administrator to control the logging of system events
(e.g., log on, log off, and file access). These events are written to the system event log. Select the
Audi t option from the Pol i ci es pull-down menu. The Audi t Pol i cy window appears

(Figure 28). Click onthe Audi t These Event s toggleto edit the list of system eventsin the
window.
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= Audit Policy
Computer: HNT1

) Do Hot Audit Cancel

—® Audit These Events::

Success Failure Help

Logon and Logoff

File and Object Access

Usze of Uszer Rights

Uzer and Group Management
Security Policy Changes
Bestart, Shutdown, and System

Process Tracking

Figure 28. Audit Policy Window
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